Social Media Business Plan

APPENDIX A

Risk Assessment

Severity:
“Extreme” (10-9), “Major” (8-7), “Moderate” (6-5), “Minor” (4-3), and “Insignificant” (2-1)
Likelihood:
“Almost certain” (10-9), “Likely” (8-7), “Possible” (6-5), “Unlikely” (4-3), and “Rare” (2-1) – See end of Appendix for definitions.

	Risk Type
	Threats and Vulnerabilities
	Severity
	Likelihood
	Mitigation Considerations
	Implementation Considerations

	PART I
	Use of social media by the public
	
	
	
	

	Responding to a Crisis
	The Bank’s name is being associated (accurately or not) on the internet in posts that are unflattering to the Bank’s reputation. 
	
	
	The Bank monitors all social media activity regarding the Bank through the Multimedia Solutions monitoring platform (overseen by Marketing)
	· Assess the scope of coverage and monitoring performed by third party.
· Update protocols in the Bank’s crisis management policies and procedures

	Payment Card Industry
	A customer posts debit card details to a social media site of the Bank as part of a communication, exposing data that is falls under the protection of the Payment Card Industry standards of security
	
	
	Rules around how to handle these cases, from customer response to purging of data from social media site are required
	· Develop rules for employees to follow if this were to occur.

	Laws (Domestic and Foreign Privacy)
	Users of social media are dispersed world-wide.  A recent study indicated that about 70 percent of Facebook users reside offshore in other countries.  The Bank may therefore be confronted with jurisdictional issues when addressing social media-related matters involving foreigners.
	
	
	The scope and jurisdiction of laws protecting individuals can be influenced, among other factors, the location where such data is stored or processed, or by the nationality of the individual.  The Bank will likely be unable to restrict foreigners from accessing its social media platforms.

	· Assess the implications of multi-national usage of social media and jurisdictional matters associated with both domestic (e.g. US Privacy Act of 1974, Fair Information Practice Principles, GLBA) and foreign laws.

	Negative Brand Impacts
	Customers attribute privacy and/or security breaches as the fault of the Bank in cases where the social media site’s inadequate privacy and security controls are at fault.
	
	
	Management should establish a selection process that involves the critical aspects of a social media platform before it is accepted, including security and privacy matters.
	· Create a process that involves a comprehensive social media partner selection assessment.
· Educate the customer on the risks of social media (e.g. provide best practice social media guidelines)

	Social Engineering
	Customers post information about themselves to various websites unrelated to the Bank’s sites, allowing a criminal to aggregate the information and conduct social engineering on either the customer or the Bank.
	
	
	The Bank should assess its authentication procedures and anti-social engineering tactics to mitigate the risk of customer account takeover.  The Bank should also educate its customers on the risk of information aggregation/profiling
	· Review the Bank’s authentication procedures against common data now routinely shared via social media sites.
· Develop a customer awareness program to warn customers of this threat.

	PART II
	Use of social media by employees or trusted third parties
	
	
	
	

	Managing Compliance with other Company Policies
	Employees post to the general web false information about the bank, employees, customers, vendors, affiliates, bank competitors, and their employees.
	
	
	Code of Business Conduct and Ethics.

Social media policy

Training and awareness

Monitoring
	· Develop a social media and internet usage policy that describes the rules for employees to follow
· Expand training and awareness programs to include the rights and wrongs involved with employee use of the internet to post about company-related matters.

	Lack of Monitoring
	Employees disclose to the general web confidential or proprietary information such as bank data or plans, finances, strategies, product launch information, unannounced products or services or anything else considered “confidential”.
	
	
	Beyond having effective social media policies and on-going training on the “dos” and “don’ts” of social media, the Bank should have a effective monitoring program in place to identify and cure cases where these events occur.
	· Review the extent to which the Bank’s monitoring of online comments being made about the Bank is occurring to ensure it is sufficient in breadth and scope.

	Responding to a Crisis
	Employees post to the general web complaints or specific work routines relating their experience at the Bank.
	
	
	Employees posting derogatory and negative remarks about their bosses, wages, and/or working conditions and fellow employees responding to such posts may be protected in certain situations under the National Labor Relations Act.
	· Bank should have a written response plan to address these situations.
· The Bank should review its liability insurance policies, including employment practice coverage to ensure it is financially covered if sued by employees, job prospects, or government agencies.

	Managing Compliance with other Company Policies
	Employees post personal information regarding fellow work associates.
	
	
	Policies should cover this as monitoring may be limited in its ability to automatically identify cases like this.
	· Add information in Bank Policy to address this matter
· Review with HR the employee complaint process to ensure complaints dealing with this are treated in concert with the Policy

	Lack of Separation of Personal and Processional Communication
	The Bank becomes aware of an employee’s personal web activity that raises questions as to proper conduct of an employee even though he is not engaged in discussing Bank business.
	
	
	Policies should cover this as monitoring may be limited in its ability to automatically identify cases like this.  Corporate policies often do not extend to cover employees’ personal behavior outside the office.  Companies need to account for the expanding role and intermingle of employee  personal and professional information online that is prompted by social media use.
	· Review Bank policies to see that they cover this matter.  Make any modifications that are necessary.

· Significant changes to policies should be accompanied by an employee training/awareness strategy.

	Lack of Monitoring
	Sales-related employees use social media for sales leads, cultivation and development (“guerilla marketing”).  This may be indirect (sending out feelers) or direct (pre-screening, rate quoting, etc.)  Could be deemed “sales literature”.
	
	
	A process should be established to evaluate the type of bank-sponsored activities that are permitted to be conducted and then have active monitoring to check for non-sanctioned use.
	· Review Bank policies to see that they cover this matter.  Make any modifications that are necessary.
· Monitor for any deviations to permitted activity.

	Endorsement Guidelines (FTC)
	Employees or third-parties fail to disclose their relationship to the Bank as they post.
	
	
	Social media policy should contain need for employees/third parties to disclaim that the opinions and positions expressed are their own and don’t necessarily reflect those of the Bank.
	· Bloggers must disclose relationships when they receive free services, compensation, or other consideration from the Bank
· Company policies and practices should educate associates, bloggers, and other endorsers regarding disclosure requirements.  Guidelines around the required disclosure format should be included.

	Negative Brand Impacts
	Social media participants who are not authorized to do so use the Bank’s logos or trademarks in their postings.
	
	
	Social media policy

Training and awareness

Monitoring
	· Monitor for any deviations to permitted activity.

	Managing Compliance with other Company Policies
	Without a well documented and communicated policy, individuals are less likely to adhere to Bank standards and guidelines on social media, and this may lead to reputational, regulatory and financial risks.
	
	
	Social media policy


	· Develop a Social Media Policy

	Physical Security
	If employees (particularly senior executives) use social media to advertise their physical location or travel agenda, additional personal risk may be created for those individuals (eg. disgruntled borrowers)
	
	
	The Bank should determine the benefits of posting via social media the real-time physical locations of employees.
	· Determine boundaries regarding permitting employees from using social media to report on their physical locations.

	PART III
	Management processes and control
	
	
	
	

	Managing Compliance with other Company Policies
	The Bank does not have rules for content management such as what type of content is acceptable, procedures for approving messages and responses, and the removal of content.
	
	
	Social Media procedures should detail this
	· Create social media procedures that cover this

	Spreading Malware
	The Bank’s social media homepages are not adequately protected either by effective access rights that limit to an authorized group the ability to change content or by not disabling potentially harmful privileges (like HTML postings, links and file attachments) that criminals can exploit to install malicious software on an unsuspecting visitor’s computer.  This also may lead to breach of privacy.
	
	
	IT assessment
	· The Bank’s Information Security requirements should be applied to employees who are granted access to the administration of the social media sites.
· An assessment of the user security features should be assessed against acceptable standards.

· Decision should be made as to the techniques to be used to mitigate the potential for malware or other instrusions occurring without detection.

	Managing Access
	Controls around user access provisioning to sponsored social media sites/accounts may not take the unique nature of these systems into consideration and lead to unauthorized individuals obtaining access to post content.
	
	
	A reputational risk is presented when customers attribute the poor security of a social media site to that of the Bank.
	· An assessment of the user security features should be assessed against acceptable standards.
· Cyber liability insurance should be reviewed as to the limits surrounding the cost of remediation, forensics, and potential coverage for fines and penalties due to customer financial being unintentionally leaked by an employee or customer.  This is one example of such an event.

	Managing Compliance with other Company Policies
	Lack of controls around password sharing and password retention for accounts used to support a corporate presence on social media sites may result in unauthorized individuals obtaining or retaining access to these accounts.
	
	
	IT Security Program
	· Enforcement of the Bank’s Information Security Program surrounding protection of passwords
· Employee training and awareness should occur.

	Disclosure of Intellectual Property or other Sensitive Information
	Opening up the Bank’s internet to social media sites may increase risk to hacking/takeover of the Bank’s internal network.
	
	
	Use of social media sites to attack organizational assets is a common issue in real world attacks.  Profiling could be used to gather enough information to stage an strong and effective social engineering  attack on the Bank
	· Social media sites will be available to Marketing via stand-alone PC through a wireless connection, thereby keeping it outside the perimeter of the Bank’s internal network.
· Social Media Policy and underlying procedures should dictate the type of content to be posted in order to minimize the use of data that could be used in a social engineering attack.

	Lack of Monitoring
	The Bank’s monitoring systems are not adequate in size and scale to identify posts and events that could be harmful to the Bank if left alone, situations involving data leakage, network utilization issues, and system downtime.
	
	
	Monitoring system will need to be reviewed and assessed by Marketing
	· Determine whether monitoring is sufficient in scope and coverage and also covers hardware/ performance metrics.

	Lack of Separation of Personal and Professional Communication
	The Bank approach towards monitoring the social media activity of its employees is called into question as to its intrusiveness.
	
	
	Marketing and HR will need to determine what is acceptable in this regard.
	· Determine breadth and scope of monitoring with attention paid to privacy matters.

	Information Retention Management
	Records/data are not retained or are retained but not in the form necessary to comply with the law. “electronically stored information (ESI)”

	
	
	The Bank’s Record Retention and Disposal policy will need to be looked at
	· The Bank should assess its current record retention capabilities as it relates to the new challenges found with social media capture, such as the volume of data on social media quickly raises resource needs, that the number of social media platforms raise questions of no standardized formats as compared to traditional communication medium like email, and that with the coupling of professional and private communications, storage of this data is challenge.

	eDiscovery
	Information on social media sites are stored outside the domain of the Bank’s assets by a third party not owned or controlled by the Bank.  In cases of litigation, the ability to retrieve and safeguard the data may be compromised
	
	
	The Bank may be challenged in the event of litigation to the hold requirements as media companies may purge or otherwise compromise discoverable data before notification from the attorney of record.  Additionally, the style in which the social media information is captured (eg. frequency, static v. dynamic) can have significant impact on resources and costs as well as keeping too much information could also present legal risk.
	· Establish standards for storage and retrieval of data from social media sites and perform the proper assessment over whether the social media sites selected by the Bank can abide by the standards.

	Lack of Separation of Personal and Professional Communication
	Employees responsible to manage the Bank’s social media presence are unable to distinguish between official bank business and personal communications, such as when there is a commingling of alerts used by certain social media sites and an accidental response to a private alert onto the bank’s site, i.e. “posting to the wrong account”.
	
	
	The Bank’s presence on social media sites should be controlled by profiles that are not shared with an employee’s personal social media sites (e.g. use of email accounts to set up bank sites should be corporate emails not private emails)
	· As part of the assessment that is performed when using a particular social media site, the registration and alert process should be reviewed to ensure there is little to no chance that comingling of information between the Bank’s site and an employee’s personal use of social media occurs.

	Civil Litigation
	The Bank uses social media as an employment and hiring screening tool.  Uses tactics that call into question neutrality of uniform screening (e.g. “friending” direct reports, digital wiretapping)
	
	
	HR will need to develop standards for this, if it were to be used.  HR should also consider the steps that should be in place to avoid the unintentional collection of this data even if it is not used in a hiring decision.
	· Determine whether social media will be used as a screening tool in hiring decisions.
· Develop standards that guide the use of social media during the hiring evaluation process.

	Endorsement Guidelines (FTC)
	The Bank is found to be compensating bloggers to promote the Bank in a disingenuous way.
	
	
	The Bank does not currently compensate bloggers and its third party advertisers do not engage in this activity.  Marketing can monitor going forward for this.
	· Bloggers must disclose relationships when they receive free services, compensation, or other consideration from the Bank

· Monitoring advertisements for endorsements on key websites and social media sites should be implemented to ensure restrictions are in place over erroneous endorsements that run afoul of the FTC’s October 2009 guidelines on the use of endorsements.

	Insufficient Employee Training
	Employees, third parties, and customers are not made sufficiently aware of the Bank’s social media guidelines (e.g. training and awareness program).   Without appropriate training to guide behavior, individuals may be unaware of risks associated with the use of social media and/or their responsibilities when utilizing social media sites.
	
	
	
	· Training and awareness program needs to be developed.

	Marketing Laws and Regulations
	The Bank’s use of social media runs afoul with compliance requirements.  Examples:

Product and Service promotions/sales without adequate disclosures- strict interpretation vs. the “One Click Rule” (Reg Z, Reg DD)

Placement of logo, Member FDIC, Equal Housing, etc.

Unfair or deceptive acts – requirement to make clear and accurate statements and to correct the misunderstanding of those that post inaccurate information (that might benefit the Bank) 
	
	
	Social media procedures for acceptable content posting needs to be developed.
	· Process needs to be formalized over content management, including approval process for posting bank-approved information to the social media sites, which would entail among other things a compliance review.

	Marketing Laws and Regulations
	The Bank engages a protected class such as minors without proper consent (COPPA rules) or the use of images without authorization.
	
	
	Marketing and Compliance can work to control the Bank’s outward marketing efforts and program announcements to take into consideration the target audiences from regulatory purposes.
	· Procedures surrounding compliance review of content should be developed (see above).
· Procedures should be developed to determine course of action to take if a member of the protected class wants to engage in communication with the Bank through one of its social media sites.

	Lack of Centralized Governance
	The Bank does not have a disciplined approach to establishing a presence in new social media sites.  This lack of selection criteria and due diligence leads to reputation and security risks for the Bank and its followers.
	
	
	Marketing will need to consider the unique attributes of social media sites when performing its due diligence.
	· Vendor selection and ongoing assessment program for social media sites should be developed into the Bank’s vendor management program.

	Social Media Content is Forever
	The Bank has not considered a process to “sunset” social provider services- How does one extract themselves from Facebook particularly if the Bank has a significant number of followers?
	
	
	Marketing will need to determine procedures that address this concern.  This should also be considered in cases of Bank M&A.
	· Social Media site maintenance and termination procedures should be developed to cover these events.

	Products Lack Maturity
	The use of social media services may not be accompanied by a traditional vendor contract.  Terms and agreements may change as the social media host makes those updates.
	
	
	Marketing will need to consider the unique attributes of social media sites when engaging in this activity
	· Vendor management process should evaluate the nuances of these contracts.

	Reputational Threat
	With the lack of a specified service level agreement with social media companies, the Bank may not be notified of service issues, security matters, version upgrades, and DRP contingency preparedness until the public is made aware of them.
	
	
	Incident Response Planning is key to prepare for a potential event involving a social media site.
	· The Bank’s incident response plan should be reviewed to see that it is constructed in a way to handle such as event on a real-time basis.

	PART IV
	Social media effectiveness
	
	
	
	

	Insufficient Customer Awareness
	Followers of the Bank’s social media become disinterested due to lack of timely, frequent, and/or valuable content.  Or, the Bank is too slow to respond to posts on our sites. (“Not worth their time”)
	
	
	Marketing will assess its capabilities to support the initiative (capacity)
	· Strategy plan should analyze the Bank’s expected use of Social Media and whether users will be engaged by such efforts to ensure cost-benefit rewards.

	Negative Brand Impacts
	Someone left a negative comment on a Bank-sponsored site and the Bank does not know how to handle it.  How to properly deal with complaints and irate posters.
	
	
	
	· Complaint Response Process needs to be established

	Responding to a Crisis
	Beyond the isolated complaints, a lack of strategy and senior management preparedness to deal with a social media crisis (e.g. corporate espionage, flaming attacks, high volume interest in sites) could cause damage to the Bank brand and lead to legal challenges and financial loss.


	
	
	Incident Response Plan should be reviewed to prepare for an event like this.
	· The Bank’s incident response plan should be reviewed to see that it is constructed in a way to handle such as event on a real-time basis.

	Civil Litigation
	In responding to customer interaction, the Bank alters content provided to it from external sources, leading to the potential risk of the unintentional entanglement or adoption of other’s content.
	
	
	This matter becomes more significant depending on the type of content that’s being posted.
	· The Bank’s content management procedure should outline steps that help to avoid such a situation.

	Lack of Centralized Governance
	The Bank fails to integrate social media “proactive communications” into its traditional response plan as another avenue of communication when information needs to be disseminated in a nontraditional way (e.g. fraud alerts, system outages, weather closings, etc.)
	
	
	Management should take opportunities to use social media as an alternative route to communication.
	· Incorporate the use of social media as a potential alternative method to communicate to customers in certain circumstances.

	Measuring Success
	Without appropriate KPIs and metrics to measure and track return on investment in social media, it is difficult to determine whether management is effectively leveraging the use of social media to promote the Bank’s brand.
	
	
	As systems mature, new KPIs may become available.  Management should remain current with methods being used in Social Media to measure its effectiveness.
	· Determine the objectives for social media and identify the areas that are measurable that can report on the effectiveness of the Bank’s pursuit of social media.  There are generally three categories of measurements: Exposure, Engagement, and Outcomes.

	Lack of Associate Productivity
	For those charged with updating content and reading user posts, the cost of the effort may not result in a significant and/or measurable benefit.  Additionally, giving access to Social Media to the general employee base may increase distractions associated with surfing social media sites (certain companies allow access to general base in order to encourage the employees to be active on the company’s social media site.
	
	
	Limited investment is anticipated up front until traction takes place and additional investment can be justificed.
	· Developing and maintaining a measurement system of success factors should occur.


* * * * * * * * *

Severity

Insignificant (1-2): The risk may have almost no ERM risk implications (e.g. impact to financial, operational, compliance, etc. performance)

Minor (3-4): The risk may have a minimal impact to at least one ERM risk category

Moderate (5-6): The risk may have a significant impact to at least one ERM risk category

Major (7-8): The risk may have a substantial impact to at least one ERM risk category that will likely require a multi-year recovery

Extreme (9-10): The risk may jeopardize the Company’s primary mission and/or solvency
Likelihood

Rare (1-2): The risk has a negligible probability of occurring in the next 12-24 months
Unlikely (3-4): The risk has a low probability of occurring in the next 12-24 months

Possible (5-6): The risk has a medium probability of occurring in the next 12-24 months
Likely (7-8): The risk has a high probability of occurring in the next 12-24 months
Almost certain (9-10): The risk is affecting the organization or almost certainly will be in the next 12-24 months
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